AMNNEX
Seconded national expert
at the General Sceerctariat of the Couneil of the European Union

PDGA S~ (.Tr)mmuniczi'éiun and Information Systems
(Ref  END2000./443)

Number of posts available: 1

Past available

Post at engineer/technical master's degree level within DG A 3 — Communication and Information
Systems — of the (feneral Secretariat of the Council of the Buropean Union in Brusyels (Belgium).

General

Decision 99705 on the functions of DGAS provides for the creation on 1 Septernber 2005 of an
INFOSEC section having responsibility for ensuring the security of classified information systems
fat present around fifty in number). The activitics of DG A 58 "Security of sensitive
communication and information systems” unit centre on three sectors:

= Swudy and validation
e Drafiing security documents
o Security solutions and drafting of Security Management Procedures
« Control and validation (VASSI)

= Protection of networks
e Technical supervision
= Operations bureau

= Operational management
' e Administration of encryption-related matters
s  TEMPEST laboratory
+  Support for those responsibie for sensiiive communication and information systerns.

A, Tasks

Within the "Protection of networks' sector:
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B. ©ualifications and experience reguired

education, attested by a diploma, or have squivalent

idates must have a fi
‘egsional exportence;
= performed functions relating to the monitoring of techno 5

ribution ef information in ihe service of a goverrument, ministry, or national or international
zanisation having a rofe in security, Tor at least five years;

FEnglish languages to he able to drafi in one

1
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vz a sufliciently good knowledge of the French or
ot those languages;
be aware of procedures for the handiing and follow up of security incidents;
have knowledge of Furopean standards and guzdelmes on S81;

have a sound knowledge of network, web and security architecture;
have a good knowledge of technological research and monitoring ¢
have knowledge of a risle analysis tool;

have experience in seeking information in different media;

Iz in the SST Held:;
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have experience in the area of archiving;
have experience in the area of the distribution of information;
have experience i putting in place tools to monitor and accumulate information.

¢ g @9

A few years' experience in a CERT (CSIRT) would be an advantage.

. Requirements/skills

;sume a heavy workload and work effectively ag a team mermnbar

o Candidates must be able to ¢

s have a sense of initiative and of orpanisation;

e have a national security cloarance at a level equivalent to SECRET UE. Such clearance
to be obtained from the competent authorities before secondment 1o the General Secretar
the Couneil. The clearance must be valid for the entire period of secondment, In ils absence,
the General Secretariat reserves the right to refuse secondment as a national expert.

. General conditfions

er States of the Burepean Uinion and enio

s andidates must be nationals of ong of the Me
rights as a citizen.
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Seconded national expert
at the General Secretariat of the Council of the European Union
HMEA S - Information and Communication Systems

Ref  FENIVIO09TALF

General

Decision 99/05 on the functions of IMGAS provides for the creation on 1 September 2005 of an
INFOSEC section having responsibility for ensuring the security of classified information systems
(ul present around {ifty in number). The activities of DGAS's "information and sensitive
communications systems security unit” cenire on ithree sectors:

s Swtudy and validation
s Drafiing security documents
e Security solutions and drafting of Security Management Procedures
o Control and validation (VASST)

= Protection of networks
e Technical supervision
s Operations bureau

= (Operational management
o Administration of encryption-related mattersg
« TEMPEST laboratory
+  Support to heads of sensitive information and communications systems

A Tasks

Within the Operational Management sector:

s implementation of certification awthorisations and the servers of the vartous systems used
{Extranet, FADG, SOLAN, ete)

+ production of encryption keys for the systems under the responsibility of the General
Secretariat of the Couneil

» pre-personalisation and personalisation of media
memory cards, ¢}

+ initialising encryption equipment before installation |

uaged for keyy or certificates (tokens,

ingtalling encryption equipment ;
» locking encryption eguipment
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s support for users of encrypiion equipment |
s participation in the procedures {or purchasing encryplon and seourity eguibmant |
¢ participation in fraining courses relating to th

0 the management of encryption products,

B, Qaalifications and experience reguired

s have compleled secondary education attested by a diploma or have equivalent professional
axperience |

» have performed functions relating to operational management of encrypiion systems for a:
least twoe vears in the gervice of a government, ministry, national or international
organisation having a role in security and defence ;

s have a sufficiently good knowladge of the French or English languages 1o he able (o draft in
one of those languages ;

¢ have experience in the implementation and eoperational management of 1P encryption
products {configuration, management centre) :

e have, if possible, experience in the PRI (Public Key Infrastructure) field, in particular with
regard to the following areas | X309, LDAP, PKCS, TLS, S/AVIIMI ;

IX tamily of operating systerns, their settings and access

e have some knowledge of the LI
restriction techniques ;

= have a thorcugh knowledge of networks (architecture, configuration of active elements) and
their security {IPSEC).

A knowledge of encryption produycts (SECUNET's SINA or AEP's EDZ20x) would be an
advantage.

An ability to use scripts combining OpenSSL and Perl on Windows and Linux platforms
would also be an advantage.

. Reguirements/skills

e the abiiity to cope with a heavy workload and waork effectively as a team member ;
a sense of nitistive and organisational ability ;
a national security clearance level eguivalent to SECRET UE. Such clearance must be
obtained by the candidate From the relevant authorities before secondment 1o the Ceneral
Secratariat of the Councii. It must be valid for the entire period of secondment. In its
absence, the General Secretarial reserves the right to refuse the secondment as a national

expert.

0. Geuneral conditions

» The candidate must be a nations! of one of the Member States of the Furopean Union and
enjoy full rights as a citizen.

Zeneral Secretariat of the Council applies an egual opportunities policy.
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Mational expert seconded (SINE)
to the General Secretariat of the Council of the Taropean Linion

EU Sitnation Ceatre (STTCEN):
SBecurity Accreditation Authority {(SAA) & Metwork Detence Capability (NI Team

Job description
(Ref - FENI 2000/ T 415

AL Tasks

» participating and contributing to the GSU internal task-toree for the consolidation of the

organisation, the missions, the perimeter of responsibilities and the interfaces of the GSC

Network Defence Capability;

= exploring with the relevant services in Member States the practical operational
coaperation schemes for cyber-attacks prevention and response,

» proposing solutions to develop and maintain awareness and preparedness of GSC senior
officials with regards to cyber-threats and cyber-attacks;

o liaising with cther SITCEN Units for developing internal synergies with regards to oyber-

attacks prevention and response.

B. Reqguired gualifications and experience

» have al least 5 vears of technical & operational experience in cyber-defence;

s have exercised operational responsibilities In preventing and responding to eyber-atuacks
within a government ar an international organisation,

s have experience in cyber-threats investigation;

e master the world-wide and Furopean contexts with regards 1o the cooperation on
computer Incident Respornse;

* be familiar with the European Security and Detfence Policy,

= be open-~-minded and flexible;

e be ateam playver but with the ability to work autonomously and a strang sense of personal
responsibility;

¢ have a warking knowledge of English and French with drafting skills wr ong olfthese two

languages. Other language skills would he appreciated.
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Lo Heguirements

e WO PErsonal

@  SITCEN allows a degree of flexibility in working hours to adjust 1l

requirements.
This post requires security clearance allowing access to classified documents (af EU TOP

&
SECRET level). Such clearance must be abizined by the candidate from the relevant
authorities before secondment to the General Secretariar of the Council
for the entire period of secondment. (0 its absencs, the General S
right 1o refuse the sccondment ag a national expert,

D. General conditions
= Nationalily of one of the Member States of the Furopean Union and enjoyment of fuli

rights as a citizen.

The General Secretariat of the Council applies an equal opportunities policy.
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